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Behind the Open Source Browser Project

TODAY, MOST OF WHAT
WE USE THE WEB FOR ON A
DAY-TO-DAY BASIS AREN'T
JUST WEB PAGES, THEY'RE
APPLICATIONS.

Brian Rakowski,
Product Manager

PEOPLE ARE

WEB-BASED
GAMES...

[)[-3—

WATCHING AND
UPLOADING VIDEOS,
CHATTING WITH EACH

OTHER, PLAYING

LA [
) ALL
THESE THINGS
THAT DIDN'T EXIST
WHEM THE FIRST
EROWSERS WERE
CREATED.

AzulaB8: ROFL
DetrHrrbl: LOL
Trg: OMFG

WOULDN'T
IT BE GREAT,
THEM, TO
START FROM
SCRATCH --

2008

== AND DESIGN
SOMETHIMG BASED
OM THE MEEDS OF
TODAY'S WEB
APPLICATIONS
AND TODAY'S
USERST




FIRST, BROWSERS
WEED TO BE MORE
STABLE. wWHEN YOU'RE
WRITING AN IMPORTANT
EMAIL OR EDITING A
DOCUMENT, A BROWSER
CRASH IS A BI& DEAL.

Darin Fisher, Softwarne Engineer

EROWSERS ALSO NEED
To BE FASTER. THEY MEED
TQ START FASTER, LOAD
PAGES FASTER ==

-- AND FOR WEB
APPS, JAVASCRIPT
ITSELF CAM BE A
LOT FASTER.

Lars Bak,
*. Software Enginear

Kasper Lund,
Software Engineer

THEY NEED TO BE MORE
SECURE. GIVEN WHAT'S
KNOWN ABOUT MASS
BROWSER EXPLOITS,
BROWSERS MEED
ARCHITECTURAL CHANGES
TO DISADVANTAGE

!

lan Fee,
Product
Manager
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AND WE WANT BROWSERS
TO FIND THAT SWEET SPOT
BETWEEN TOO MANY
FEATURES AMD TOO FEW,
WITH & CLEAN. SIMPLE.
AMD EFFICIENT USER
INTERFACE.

Ben Goodger,
Software
Engineer

//— FIMALLY, GOOGLE

CHROME 15 A FULLY OPEN
SOURCE BROWSER.

WE

WaNT OTHERS
TO ADOPT IDEAS
FROM U5 ==

== JUST AS
WEVE ADOFTED

G000 IDEAS FROM
OTHERS.




Stability, Testing and the Multi-Process Architecture

WHEN
WE STARTED
THIS PROJECT, THE
GEARS GUYS WERE
SAYING THAT ONE OF THE
PROBLEMS WITH
BROWSERS 15 THAT
THEY'RE INHEREMNTLY
SINGLE-THREADED.

FOR EXAMPLE, OMCE YOU HAVE
JAMASCRIPT EXECUTING, IT'S GOING
TO KEEP GOING, AND THE BROWSER
CAN'T DO ANYTHING ELSE UNTIL
JAVASCRIPT RETURNS CONTROL TO
THE BROWSER.

SO DEVELOPERS WRITE APIS THAT ARE
ASYNCHRONOUS --

CALL ME AS
500N AS YOU'RE
DOME!
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== AND EVERY MOW AND THEM THE
BROWSER LOCKS UP BECAUSE JAVASCRIPT
15 HUNG UP ON SOMETHING.
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£$BO0-BEEP!:
ALL CIRCUITS
ARE BUSY..




THE GEARS GUYS WERE THINKING
ABOUT A MULTI-THREADED
BROWSER, BUT THAT LED U5 TO
TALE ABOUT, WELL, INSTEAD OF
MULTIPLE THREADS --

BROWSER , PROCESS

== WHAT IF WE
HavE MULTIPLE

PROCESSES? EACH
HAVING ITS OWN MEMORY
ANMD ITS OWN COPY OF

THE &LOBAL DATA
STRUCTURES.

@ CHROME PROCESS MANAGER

PROCESS Q PROCESS
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PROCESS

Arnawd Weber,
Soltwarne Engineer

WE'RE APPLYING
THE SAME EIND OF
PROCESS ISOLATION yOou
FIMD IMN MODERM
OPERATING 5YSTEMS,

50,
SEPARATE
PROCESSES
RENDERING
SEFARATE
TABS.




' orocess

PROCESS
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PROCESS

AND HOW YOU
HAVE SEFARATE
JAVASCRIPT THREADS
AS WELL.

ONE TAB CAN BE
BUSY, WHILE YOU'RE
STILL USING ALL THE
OTHERS.

AND IF THERE'S A BROWSER BUG IN
THE REMDERER (AND OUR
EXPERIEMCE IS THAT IT'S ALMOST
IMPOSSIBLE TO ELIMINATE ALL BUGSD,
WE STILL OMLY LOSE THE OME TAB.
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WHEN OME TAB GOES DOWM YOU
GET A ‘SAD TAB' BUT IT DOESN'T
CRASH THE WHOLE BROWSER.

AND YES.
IT REALLY
LOOKS LIKE

/”: MULTI-PROCESS BUT OVER Trn}

DESIGN MEANS USING & BIT
MORE MEMORY UP FRONT. EACH
PROCESS HAS A FIXED
ADDITIONAL COST.

WILL ALSO MEAN
LESS MEMORY
BLOAT.

IN A TRADITIONAL BROWSER,
YOU ONLY HAVE OME PROCESS
AND OME ADDRESS SPACE
THAT YOU KEEF LOADING WEB
PAGES INTO.

WHEN YOU HAVE TOO MANY
TABS OPEM, YOU CAN CLOSE
SOME TO FREE UP MEMORY.

WHEM YOU BRING IN ANCTHER
TAB, YOU USE THE MEMORY
THAT WhAS PREVIOUSLY USED.




BUT AS TIME GOES ON,
FRAGMENTATION RESULTS --
LITTLE BITS OF MEMORY
STILL GET USED EVEN WHEM
A TAB GETS CLOSED.

EITHER WE
HAVE MEMORY THAT
HOTHING CAN REFER TO
AGAIN, OR THERE'S A
PIECE OF DE-ALLOCATED
MEMORY WE 5TILL HAVE
POINTERS TO.

Mike Belihe,
Software Engineer

S0 WHEM THE
BROWSER WANTS TO
OPEN A NEW TAB, IT
CAN'T FIT IT IN THE
EXISTING SPACE ==
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AND THIS PROBLEM GROWS ALL DAY, AS
THE LIFETIME OF THE BROWSER EXTEMDS.

== AMD S0
THE ©5 HAS
TO GROW THE
BROWSER'S
ADDRESS
SPACE.

HURRY UP,
DAMMIT!

QR‘!’ CLOSING S50ME TABS.
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BUT WHEN A TAB 15 CLOSED IN GOOGLE
CHROME, YOU'RE ENDING THE WHOLE PROCESS --

@ [-ﬁr http:/iwaw¥emoryhog.net
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OPEM A MEW TAB
HOW, AND YOU'RE
STARTING FROM
SCRATCH.
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CRAZY MEMORY LEAK IT WON'T AFFECT YOU FOR THAT LONG it

-- AND
ALL THaT
: MEMORY
; GETS

: RECLAIMED.
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SO AS YOU BROWSE, WE'RE CREATING AND il
DESTROYING PROCESSES ALL THE TIME. IF THERE'S A i

BECAUSE YOU'LL PROBABLY CLOSE THE TAB AT SOME A
POINT AND GET THAT MEMORY BACK, —
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Bratt Wilson, Software Engineer
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i AND WE'RE TAKING IT ONE
STEP FURTHER. SUPPOSE You
HNAVIGATE FROM DOMAIN A TO

DOMAIN B. THERE'S NO MEED FOR

ANY RELATIONSHIP BETWEEN

THE TWO SITES ==

== 50 MOW WE CAN THROW AWAY THE
OLD REMDERING ENGINE, THE OLD DATA
STRUCTURES, THE OLD PROCESS.

S0, EVEN WITHIN A
TAE, WE CAN BE
COLLECTING AND
TOS55IMG OUT THE
GARBAGE,
RECYCLIMNG THE
WHOLE PROCESS.




AND JUST LIKE
WITH YOUR OS5, you
CAN LOOK UNDER
THE HOOD WITH
GOOGLE CHROME'S
TASK MAMAGER TO SEE
WHAT SITES ARE USING

THE MOST MEMORY,

DOWNLOADING THE

MOST BYTES, AND
ABUSING YOUR

CPU.

WHY 15 THIS
APPLICATION
DOWMLOADING
THE ENTIRE
INTERNET?

| Memery | cou | Metwork
pnivore 74,000K o Q
Inees froam Mall o a
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/— ¥OU CAN EVEMN SEE

PLUG=INS WITHIN THE TAB, SINCE
THEY APPEAR IN CHROME'S TASK
MANAGER AS SEPARATE
PROCESSES.

S50, WHEN THINGS START FREAKING OUT,
YOU'LL FINALLY HAVE SOME INSIGHT INTO
WHO'S MISBEHAVING AND WHY --

== AND
ELIMINATE

PLACING
BLAME
WHERE BLAME
BELONGS.



GOOGLE
CHROME 15 A
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MASSIVE,
COMPLICATED OMacLE: WE
=l HAVE AN EGUALLY
PRODUCT THAT wiLL <
NEED TO LOWD I MASSIVE
BILLIONS OF INFRASTRUCTURE
DIFFERENT WEB
PAGES, 50
TESTING 15

CRITICAL.

II'I.
Huan Ran,

Software Engineer
Y
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WITHIN 20-320 MIMUTES OF EACH MEW BROWSER BUILD, WE CAN
TEST IT ON TENS OF THOUSANDS OF DIFFERENT WEB PAGES.

= T

EACH WEEK, “CHROME BOT™ TESTS MILLIONS
OF PAGES, GIVING OUR DEVELOPERS EARLY
RESULTS THEY'D OTHERWISE HAVE TO WAIT

UNTIL EXTERNAL BETA FOR.

THE KEY I35 CATCHING
PROBLEMS AS EARLY AS
POSSIBLE. IT IS5 LESS
EXPENSIVE AND EASIER
TO FIX THEM RIGHT AwAY.
AFTER A FEW DAYS IT IS5
HARDER TO TRACK THEM
DOWH,

AMND CATCHING THEM EARLY
HELPS ENGINEERS WRITE
BETTER CODE. THEY SAY,

“OH. THIS MISTAKE IS PART
OF A PATTERN™ AND THE
MEXT TIME, THEY'RE LESS

LIKELY TO MAKE IT.

Erik Kay, Sottware Enginear
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Web Images

OF COURSE, THERE ARE
BILLIONS, MAYBE TRILLIONS OF
WEBPASES OUT THERE. IF EACH BUILD
IS TESTED AGAINST A MILLION SITES,
WHICH MILLION DO WE USE?

We already rank pages
based on which pages
the average user is most
likely to visit.

#

At the very least, we’ll
make sure we won't be
broken on the kinds of
sites people use on a
day-to-day basis.
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FORTUNATELY,
WE HAVE A
UNIGUE TAKE ON
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--To
AUTOMATED UI TESTING
OF SCRIPTED USER ACTIONS
LIKE "CLICKED BACK BUTTON...
WENT TO PAGE..." ==

Pam
Girggndg,
Soltware
Enginaar

--TO
FUZZ TESTING:
SENDING YOUR

APPLICATION RANDOM

INPUT.




IN LAYOUT TESTING, WEBKIT FOUND THAT
PRODUCING A SCHEMATIC OF WHAT THE BROWSER
THINKS IT5 DISPLAYING 15 A MORE PRECISE WAY TO
COMPARE LAYOUTS THAN TAKING SCREENSHOTS AND
CREATING A CRYPTOGRAPHIC HASH.

WHEN WE
STARTED WE WERE
PASSING 23T OF WEBKIT'S
LAYOUT TESTS. MOVING
FROM THERE TO 9% HAS
BEEN A FUM CHALLEMGE AND
AN INTERESTING EXAMPLE
OF TEST-DRIVEM
DESIGH.

THERE ARE

LIMITS TO WHAT
WE CAN DO WITH

TESTING.

Humans Only

WE CAN'T
TEST WEBSITES
THAT REGUIRE A
PASSWORD. FOR

AUTOMATED

Name Password

EXAMPLE.

AND IT'S MOT THE SAME AS A
HUMAMN BEING WALKING AROUND
AND MISUSING THINGS. WE ARE
USING THE BROWSER IM THE WAY
WEE DESIGNED IT TO BE USED.

IT'S HARD
TO COVER 1008,
BUT THAT'S WHAT
WE'RE TRYING
TO DO.

I DON'T CAREIF\

THERE'S OME FEWER
COOL FEATURE. I JUST
WANT THIS PRODUCT TO
BE ROCK SOLID.




Speed: WebkKit and

va

WEBKIT
IS THE OPEM
SOURCE
REMDERING
EMGINE WE
USED FOR
GOOGLE

clHIRYo{mYe

WEBKIT

&

e

e gard

P

fjres W— o
PROCESS PROCESS () orocess &) erocess
o

P2

@

P2

WE WERE IMPRESSED BY HOwW FAST IT 15.

S

WE ALSO ENEW
THERE WAS A TEAM AT
GOOGLE WORKING ON
ANDROID AND WE ASKED
THEM, “WHY DID YOU

GUYS USE WEBKRIT?"

| DEVICES,
FOR

THEY SAID IT USES MEMORY
EFFICIENTLY, WAS EASILY
ADAPTED TO EMBEDDED

DEVELOPERS TO LEARN TO
MAKE THE CODE BASE WORK.

AND IT WAS EASY
HEW BROWSER

BROWSERS ARE
COMPLEX. ONE OF THE
THINGS DOMNE WELL
WITH WEBKIT IS THAT
IT'S KEPT SIMPLE.







